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1 Login Web Portal 

 
User Login 

Admin ã 

Manager ã 
Supervisor ã 
Agent ã 
 
Go to the web portal login page https://cloud-recording.hkbnes.net 
 
Enter the web login ID and web login password according to the Welcome Letter, and click Login.  

 

 
 
Password Changing  
 
For security reason, users are required to change password if it is the first time login or the 
password has been reset. Password should contain alphanumeric with minimum 8 characters. 
 

 

https://cloud-recording.hkbnes.net/
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2 Search Call Records 
 
Under ñService Ą Recordsò 
 

User Search Records 

Admin ã 

Manager ã 

Supervisor ã 

Agent ã 

 
User call records will be shown automatically after login their web portal. 
 
User can search by date range. User can search 1 month records for maximum. 
 
Simply select the data range and click ñSearchò to retrieve the result. 
 
Result will be returned in terms of table format. 
 

Column Description 

Call Date 
 

Call connected time 

Incoming No. 
 

Incoming calling number (if any) 

Outgoing No. 
 

Outgoing calling number (if any) 

User No. 
 

User DN 

Duration 
 

Call total duration 
 

Call Type 
 

Incoming / Outgoing 

Status 
 

Download  
- Already downloaded by user 
Listen  
- Already listened by user 

Group 
 

The recording belongs which group 

Locked 
 

Admin has right to unlock the record to let 
HKBNES to listen/download it 
<only admin can see this> 
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3 Search Call Records ï Advanced 
 
Under ñService Ą Recordsò 
 

User Search Records 

Admin ã 

Manager ã 

Supervisor ã 

Agent ã 

 
User can click ñAdvanced Searchò button in order to have for search criteria. User can specify 
below: 
 
Additional search criteria: 
- ñGroupò 

Â Group assigned for the number subscribed Cloud Recording 
-  ñUser Noò 

Â Number subscribed Cloud Recording 
-  ñCaller/Calledò 

Â Incoming or Outgoing Call Number 
- òCall Typeò 

Â Incoming or Outgoing 
-  ñLabelò 

Â Label selected by user  
- ñRemarksò 

Â Remarks inputted by user 
- ñCall IDò 

Â Unique ID of a call record 
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4 Download Call Records 

 
Under ñService Ą Recordsò 
 

User Download 

Admin ã 
Manager ã 
Supervisor ã 
Agent × 

 
User can select records that would like to download by selecting the checkboxes, and clicks 
ñDownloadò. Records will be downloaded in mp3 format. 
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5 Export CDR 
 
Under ñService Ą Recordsò 
 

User Export CDR 

Admin ã 
Manager × 

Supervisor × 

Agent × 

 
User can select records that would like to export the CDR by selecting the checkboxes, and clicks 
ñExport CDRò. CDR will be downloaded in csv format. 
 

 
 
 
CDR sample: 
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Below is the description of major fields that can be retrieved from the CDR 
 

Field Description 

Call ID 
 

Call Record Identity 

Call Date 
 

Call connected time 

User No. 
 

User DN 

Group ID 
 

The recording belongs which group 

Inbound / Outbound No.  
 

Incoming / Outgoing Call Number 

Call Type 
 

e.g. Incoming / Outgoing 

Duration 
 

Call total duration 

Signature 
 

It is for file verification if it is modified or not 
(Recording Verification) 
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6 Manage Call Record (Locked / Unlocked) 

 
Under ñService Ą Recordsò 
 

User Lock / unlock records 

Admin ã 
Manager × 

Supervisor × 

Agent × 

 
Admin can unlock a record if he intends to let HKBNES to listen/download it. 
 
Admin can anytime unlock/lock any record under his company. 
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7 Listen Call Record 

 
Under ñService Ą Recordsò 
 

User Listen records 

Admin ã 
Manager ã 

Supervisor ã 
Agent ã 
 
For call records, only users in that company can access according to corresponding access right. 
If company admin wants to share the records to HKBNES, he can unlock that file and allow 
HKBNES to listen to that record. 
 

 
User can click one of the records in the ñCall recordsò page. ñDetails Call Recordò window will be 
pop-up. 
 

Simply click the ñPlayò button to listen 
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8 Label Call Record 

 
Under ñService Ą Recordsò 
 

User Label Records 

Admin ã 
Manager ã 

Supervisor ã 
Agent ã 
 
User can click one of the records in the ñCall recordsò page. ñDetails Call Recordò window will be 
pop-up. 
 
Simply select the ñlabelò dropdown list for future reference. 
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9 Bookmark Call Record 

 
Under ñService Ą Recordsò 
 

User Bookmark Records 

Admin ã 
Manager ã 

Supervisor ã 
Agent ã 
 
User can click one of the records in the ñCall recordsò page. ñDetails Call Recordò window will be 
pop-up. 
 
You can input the description of selected period. 
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10 User Greeting Management 

 
Under ñService Ą User Greetingò 
 

User User Greeting Management 

Admin ã Edit all users greeting 
Manager ã Edit all users greeting 

Supervisor ã Edit all users greeting under his group 
Agent ã Edit agent greeting himself 
 
Customized announcement is supported. Customer simply uploads the file via the web portal. 
 
Incoming and outgoing announcement can be configured separately. 
 

Click  to upload the file (mp3 with maximum 10MB) 

Click  to download the file 

Click  to play the file 

Click  to delete the file 
 
If interrupt is selected, user can stop the announcement anytime once play by pressing ó0ô. 
For outgoing call, user can press ó*6ô to play the announcement after call is connected 
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11 Group Greeting Management 

 
Under ñService Ą Group Greetingò 
 

User Group Greeting Management 

Admin ã Edit greeting of all groups 
Manager ã Edit greeting of all groups 

Supervisor ã Edit greeting of all groups under his 
supervision 

Agent × 
 
Customized announcement is supported. Customer simply uploads the file via the web portal. 
 
Incoming and outgoing announcement can be configured separately. 
 

Click  to upload the file (mp3 with maximum 10MB) 

Click  to download the file 

Click  to play the file 

Click  to delete the file 
 
If interrupt is selected, user can stop the announcement anytime once play by pressing ó0ô. 
For outgoing call, user can press ó*6ô to play the announcement after call is connected 
 
** Group announcement will override user announcement 
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12 User Account Management 

 
Under ñService Ą User Infoò 
 

User User Account Management 

Admin ã Edit, reset password 
Manager ã View 

Supervisor ã View 
Agent × 
 
Admin can edit following user information: 
- User Name 
- Group 
- Role 
- Email 
- Record Access Date 
- Notification 
- Web Login 
 
Moreover, admin can reset user password by clicking ñReset Passwordò button. Email will be 
sent to user accordingly for latest login details. 
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13 Audit Trail 

 
Under ñReport Ą Audit Trailò 
 

User Audit Trail 

Admin ã View 
Manager × 
Supervisor × 
Agent × 
 
Admin can search the user activities by: 
- Date range 
- Audit user 
- Action 

 
The result should be returned in table format 
 

 
 
By select a record and click the ñViewò, it will show more details about that record. 
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14 Recording Verification 

 
Under ñService Ą Recording Verificationò 
 

User Recording Verification 

Admin ã  
Manager ×  

Supervisor ×  
Agent ×  
 

Admin can verify the recording if it is being changed. 
 
Admin needs to upload the recording file (mp3 format) and also provide the signature. 
 
The signature can be found in the CDR. (Please refer to section 5 ï ñExport CDRò) 
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If the file is modified after the file is downloaded: 
 

 
 
 
If the file is not modified after the file is downloaded: 
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15 Recording Assignment 

 
Under ñService Ą Recording Assignmentò 
 

User Recording Assignment 

Admin ã 
Manager × 
Supervisor × 
Agent × 
 

Admin can re-assignment call records from one ñgroupò to another ñgroupò 
Admin needs to select call records based on  
Â ñDate Rangeò (maximum 1 month) 
Â ñUser numberò (multiple selection is supported) 
 

 
 
Furthermore, Admin needs to select what ñgroupò (e.g. sales) will be re-assigned to, then 
click ñRe-assign to Different Groupò. 

 

 
 
After re-assignement,  ñSupervisorò should be able to view those call records which under 
his managed ñGroupò (e.g. sales) 
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16 Label Management 

  
Under ñService Ą Labelò 
 

User Label Management 

Admin ã Add/Edit/Delete 
Manager ã View Only 

Supervisor ã View Only 
Agent ã View Only 
 

Admin can see the existing ñLabelò that can be used for his company 

 
 

Admin can click the ñAddò button to add new ñLabelò 
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Admin can edit the ñAddò button to edit existing ñLabelò 

 

 
 

Admin can click the ñDeleteò button to delete the existing ñLabelò 
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17 Group Management 

  
Under ñUser Management Ą User Groupò 
 

User Group Management 

Admin ã Add/Edit/Delete 
Manager ã View Only 

Supervisor ã View Only 
Agent × 
 

Admin can see the existing ñGroupò that can be used for his company 
 

 
 
Admin can click the ñAddò button to add new ñGroupò 
 

 
 
Admin can click the ñEditò button to edit an existing ñGroupò 
 

 
 
 



CLOUD RECORDING SERVICE 

Version 2.0.1                                                                25 

Admin can click the ñDeleteò button to delete and existing ñGroupò 
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18 User Number 

  
Under ñUser Management Ą User Numberò 
 

User User  Number 

Admin ã View Only 
Manager ã View Only 
Supervisor ã View Only 
Agent ã View Only 
 

Admin can see the existing user and number mapping for his company. 
Also, the ñEffective Dateò and ñStatusò of the user number can be seen 
For ñStatusò, there are ñNormalò, ñWait for effective dateò and ñWait for activationò 
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19 On-demand T&C 

 
Under ñService Ą On-demand T&Cò 
 

User On-demand T&C 

Admin ã Add/Edit/Delete T&C of all groups 
Manager ã Add/Edit/Delete T&C of all groups 

Supervisor ã View Only 
Agent ã View Only 
 

Admin can see the existing uploaded T&C.  

 
 

Admin can click ñAddò button and below window should pop-up. 
Admin needs to input below: 
 

Field / Selection Mandatory / Optional 

Group Mandatory 

ODA Content Number Mandatory 

File Mandatory 

Remark Optional 

 

 
 
 
Once On-Demand T&C created, admin should able to see the new entry in the table. 
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User flow of ñOn-demandò T&C: 
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20 2 Factor Authentication 

 
Under ñUser Management Ą User Infoò 
 

User 2 Factor Authentication 

Admin ã Edit 
Manager ã View 

Supervisor ã View 
Agent × 
 
Admin needs to select which user can enjoy this feature 
 

 
 
Admin needs input the 2-Factor Authentication Phone Number and click ñConfirmò to save 
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User flow for ñ2 Factor Authenticationò 
 

 


























