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CLOUD RECORDING SERVICE

1 Login Web Portal

User Login
Admin a
Manager a
Supervisor E
Agent a

Go to the web portal login page https://cloud-recording.hkbnes.net

Enter the web login ID and web login password according to the Welcome Letter, and click Login.

B Remember user name

Password Changing

For security reason, users are required to change password if it is the first time login or the
password has been reset. Password should contain alphanumeric with minimum 8 characters.

Please reset your password for the sake of your account security.

New Password

Re-type New Password
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CLOUD RECORDING SERVICE

2 Search Call Records

Under fiService A Recordso

User Search Records
Admin a
Manager a
Supervisor a
Agent a

User call records will be shown automatically after login their web portal.

User can search by date range. User can search 1 month records for maximum.

Simply select the data range and click fiSearchoto retrieve the result.

Result will be returned in terms of table format.

Column ' Description
Call Date Call connected time
Incoming No. Incoming calling number (if any)
Outgoing No. Outgoing calling number (if any)
User No. User DN
Duration Call total duration
Call Type Incoming / Outgoing
Status Download
- Already downloaded by user
Listen
- Already listened by user
Group The recording belongs which group
Locked Admin has right to unlock the record to let
HKBNES to listen/download it
<only admin can see this>
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CLOUD RECORDING SERVICE

Service /  Records

Date Range: 2018-11-12 To 2018-11-12 Advanced Search v

Call Date + Incoming No. Outgoing No. User No. Duration Call Type Status Group Locked
2018-11-12 1057552 98808586 37584318 00:00:22 Outgoing New Default Group a
2018-11-12 09:18:04 21122452 37584818 00:00:07 Outgoing New Default Group a

Showing 1 to 2 of 2 rows
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CLOUD RECORDING SERVICE

3 Search Call Records i Advanced

Under fiService A Recordso

User Search Records
Admin a
Manager a
Supervisor a
Agent a

User can click fAdvanced Searchobutton in order to have for search criteria. User can specify
below:

Additional search criteria:
- fGroupo
A Group assigned for the number subscribed Cloud Recording
- fJser Noo
A Number subscribed Cloud Recording
- fCaller/Calledd

A Incoming or Outgoing Call Number

- 0 Capkod
A Incoming or Outgoing
- fLabelo
A Label selected by user
- fRemarkso
A Remarks inputted by user
- fcall IDo
A Unique ID of a call record

Service /  Records

Date Range: 2018-11-12 To 2018-11-12

Group: Al - User No.: Incoming/Outgoing No:

Call Type: Al - Label: Al -

Remark: Call ID:

o
Call Date v Incoming No. Outgoing No. User No. Duration Call Type Status Group Lockd
2018-11-12 10:57:52 98808586 37584818 00:00:22 QOutgoing New Default Group n
2018-11-12 09:18:04 21122452 37584818 00:00:07 Outgoing New Default Group ﬂ

Showing 1to 2 of 2 rows
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CLOUD RECORDING SERVICE

4 Download Call Records

Under fiService A Recordso

User Download
Admin a
Manager a
Supervisor a
Agent X

User can select records that would like to download by selecting the checkboxes, and clicks
fDownloada Records will be downloaded in mp3 format.

Service /  Records
Date Range: 2018-11-12 To 2018-11-12
Group: Al - User No.: Incoming/Outgoing No:

Call Type: Al - Label: Al -

Remarks Call ID: n
Open Selected Record Download (1) Export CDR (1)

Date v Incoming No. Outgoing No. User No Duration callType Tt roup Locked
d 8
18-11-12 09:18:04 21122452 37584818 00:00:07 Outgoing New Default Group n

Showing 1 to 2 of 2 rows
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CLOUD RECORDING SERVICE

5 Export CDR

Under fiService A Recordso

User Export CDR
Admin a
Manager x
Supervisor x
Agent X

User can select records that would like to export the CDR by selecting the checkboxes, and clicks
fExport CDRa CDR will be downloaded in csv format.

Service /  Records
Date Range: 2018-11-12 To 2018-11-12
Group: All - User No.: Incoming/Outgoing No:
Call Type: Al - Label: Al -
Remark: Call ID:
T3\ Date + Incoming No. Outgoing Na. User No Duration Call Type Status Group Locked
@ a
-11-12 09:18:04 21122452 37584818 00:00:07 QOutgoing New Default Group ﬂ
Showing 1to 2 of 2 rows
CDR sample:
A B i D E G H 1
1 |CalliD Call Date User No. Group ID Inbound/Outbound No. Call Type Duration Signature File Path
2 |1809071001000A010000015 9/7/2018 10:01 21122560 8 92015794 10 4 30eef59bd7a66d93d242bd5354726decd1065136954dc74d6246e53d6f056810  /2018/08/07/10/0

3
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CLOUD RECORDING SERVICE

Below is the description of major fields that can be retrieved from the CDR

Field ' Description

Call ID Call Record Identity

Call Date Call connected time

User No. User DN

Group ID The recording belongs which group

Inbound / Outbound No. Incoming / Outgoing Call Number

Call Type e.g. Incoming / Outgoing

Duration Call total duration

Signature It is for file verification if it is modified or not
(Recording Verification)
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CLOUD RECORDING SERVICE

6 Manage Call Record (Locked / Unlocked)

Under fiService A Recordso

User Lock / unlock records
Admin a
Manager X
Supervisor X
Agent X

Admin can unlock a record if he intends to let HKBNES to listen/download it.

Admin can anytime unlock/lock any record under his company.

Are you sure you want to unlock the file?

Service /  Records

Date Range: 2018-11-12 To 2018-11-12
Group: Al - User No:: Incoming/Outgoing No:

Call Type: All A Label: Al -

Remark: CallID:

0 CallDate + Incoming No. Outgoing No. User No. Duration Call Type Status Group

Exp tCDR

Locked
a

O 2018-11-1210:57:52 98808586 37584818 00:00:22 Outgoing New Default Group
O 2018-11-12 09:18:04 21122452 37584818 00:00:07 Outgoing New Default Group

Showing 1 to 2 of 2 rows
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7 Listen Call Record

Under fiService A Recordso

User Listen records
Admin a
Manager a
Supervisor a
Agent a

For call records, only users in that company can access according to corresponding access right.
If company admin wants to share the records to HKBNES, he can unlock that file and allow
HKBNES to listen to that record.

User can click one of the records in the fiCall recordsopage. fDetails Call Recordowindow will be
pop-up.

Simply click the fPlayobutton o to listen

X Call Dats Uszer No.
015-08-1 250 21122550
Incoming"Outgoing Call Mo. Duration
Call Type Read Statu
Call Info
Call ID absl
Remark

Bookmark

= @&

oo f ©o
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8 Label Call Record

Under fiService A Recordso

User Label Records
Admin a
Manager a
Supervisor a
Agent a

User can click one of the records in the fCall recordsopage. fDetails Call Recordowindow will be

pop-up.

Simply select the Aabeldodropdown list for future reference.

X Call Date

Incoming/Outgoing Call No.

Call Type tatus
I Inf:
1o abel
Remark
..... ; Qo0 00
Mo. Bookmark .
Version 2.0.1 12
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9 Bookmark Call Record

Under fiService A Recordso

User Bookmark Records
Admin a
Manager a
Supervisor a
Agent a

User can click one of the records in the fCall recordsopage. fDetails Call Recordowindow will be
pop-up.

You can input the description of selected period.

X Call Date User No.
2018-08-15 18:25:00 21122560
Incoming/OQutgoing Call No. Duration
57802112 00:00:08
Call Type Read 5tatus
nbound SUB Download
CallInfo
CalliD Label
18081518250004010000004 apel-tast
Remark
No. Bookmark
1 dddd e m
@ m
3 e m
A
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10 User Greeting Management

Under fiService A User Greetingo

User User Greeting Management

Admin a Edit all users greeting

Manager a Edit all users greeting

Supervisor a Edit all users greeting under his group
Agent a Edit agent greeting himself

Customized announcement is supported. Customer simply uploads the file via the web portal.

Incoming and outgoing announcement can be configured separately.

Click @ to upload the file (mp3 with maximum 10MB)

Click & to download the file

Click @ to play the file
Click B to delete the file

If interrupt is selected, user can stop the announcement anytime once play by pressing ®6
For outgoing call, user can press ¢66to play the announcement after call is connected

Service /  User Greeting

User Name:

User Name
Eric Lee
Gary

Gary Tsang
Law

man

Showing 1to 9 of 9 rows

Group:  All

4 Group

Group A
Default Group
Default Group
Default Group

vas-group

Incoming Call Greeting Outgoing Call Greeting  lntcrrupt \
] oL E i -

oL & i oL E i (]

oL & i oL E i -
(] ] -
] ] -«

Version 2.0.1

14




CLOUD RECORDING SERVICE

11 Group Greeting Management

Under fiService A Group Greetingo

User Group Greeting Management

Admin a Edit greeting of all groups

Manager a Edit greeting of all groups

Supervisor a Edit greeting of all groups under his
supervision

Agent X

Customized announcement is supported. Customer simply uploads the file via the web portal.

Incoming and outgoing announcement can be configured separately.

Click @ to upload the file (mp3 with maximum 10MB)

Click & to download the file
Click © to play the file
Click B to delete the file

If interrupt is selected, user can stop the announcement anytime once play by pressing ®6
For outgoing call, user can press ¢66to play the announcement after call is connected

** Group announcement will override user announcement

Service /  Group Greeting

Group % Incoming Call Greeting

Default Group

emp-vas group

Group A oL
Group B

REREAR

vas-group

Showing Lto 6 of 6 rows

Outgoing Call Greeting

RERREAER

Q
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12 User Account Management

Under fiService A User Infoo

User User Account Management
Admin a Edit, reset password
Manager a View

Supervisor a View

Agent X

Admin can edit following user information:
- User Name

- Group

- Role

- Emall

- Record Access Date

- Notification

- Web Login

Moreover, admin can reset user password by clickingfi Re s et Pdbs towEmail will be
sent to user accordingly for latest login details.

User Name Group

Eric Lee Group A

Status Role

Normal Admin

£-mail Please Input E-mail Again

Record Access Date Notification

No Notification

Locked Web Login

Normal Enable

Reset Password
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13 Audit Trail

Under fiReport A Audit Trailo

User Audit Trail
Admin a View
Manager X
Supervisor X
Agent X
Admin can search the user activities by:
- Date range
- Audit user
- Action
The result should be returned in table format
Trail
:] DatgRange: 2018-11-12 to 2018-11-12 Audit User: Action: | All v
Date v Audit User Action Remark
O 2018-11-1214:12:45 [2251]Lock Record Lock rec [1811121057000D010100660]
O 2018-11-1214:12:40 [2250]Unlock Record Unlock rec [1811121057000D010100660]
O 2018-11-12 14:05:48 [2000]Login
O 2018-11-12 14:04:14 [2000]Login
O 2018-11-1212:36:26 [2000]Login

Showing 1to 5 of 5 rows

By select a record and click the fAVi

,ﬁ\ Report /  Audit Trail

Date
2018-11-12 14:12:45

User ID
10001001

Audit User

SubID
180822180110001001

Action
[2251]Lock Record

Request [P
59.152.252.219

[ &)
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14 Recording Verification

Under fiService A Recording Verificationo

User Recording Verification
Admin a
Manager X
Supervisor X
Agent X

Admin can verify the recording if it is being changed.
Admin needs to upload the recording file (mp3 format) and also provide the signature.

The signature can be found in the CDR. (Please refer to section 51 fExport CDRY

A B © D E) ¥ G
Call ID Call Date User No,  Group ID  [ncomingfCutgoing Ne,  Call Type Duratiof] Signature
18111210570000010 100660 12/11/2018 10:57 37584818 11 98308586 20 3bde5bd6426dat0 14798597202 200ce 070 b5 4ad 2dbad 857 5ceech 122720259
Senice /  Recording Verification
Recording File: Choose File

1811121057000D010100660_375... .
Size: 433KB Type: mp3 W

Signature: 3bdeSbd6426dac01479809729a290ce97b9

=Rl \crify Recording
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CLOUD RECORDING SERVICE

If the file is modified after the file is downloaded:

File signature is not matched for the file.

Close

If the file is not modified after the file is downloaded:

File signature is matched for the file.

Close

Version 2.0.1 19
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15 Recording Assignment

Under fiService A Recording Assignmento

User Recording Assignment
Admin a
Manager X
Supervisor X
Agent X

Admin can re-assignment call records from one fgroupoto another fgroupo
Admin needs to select call records based on

A fDate Ranged(maximum 1 month)

A fUser numberod (multiple selection is supported)

Service /  Re-assign Records

Re-assign Records

Year/Month: 2018 A M
Date Range: 2018-11-01 to 2018-11-30
User Number: 21120001 v

ToDifferent Group:

- 21120002

21122302
211223560

Furthermore, Admin needs to select what fgroupo(e.g. sales) will be re-assigned to, then
click fRe-assign to Different Groupa

Service /  Re-assign Records

Re-assign Records

Year/Month: 2018 v 11 M
Date Range: 2018-11-01 to 2018-11-30
User Number: 21120001 -
To Different Group: sales M
Re-assign To Different Group

After re-assignement, f5 u p e r vshosldhbe able to view those call records which under
his managed fAGroupo (e.g. sales)
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Service /  Records
Date Range: 2018-09-01 To
Sea

Call Date

2018-09-07 10:01:45 92015794

Showing 1 to 1 of 1 rows

v Incoming No.

2018-09-30

Outgoing No.

User No.

21122560

Advanced Search ¥

Open Selected Record Export CDR

Duration Call Type Status Group Locked

00:00:04 ncoming Download sales ﬂ

Version 2.0.1
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16 Label Management

Under fiService A Labelo

User Label Management
Admin a Add/Edit/Delete
Manager a View Only
Supervisor a View Only

Agent a View Only

Admincanseet he exi sting fiLabel o that can be used for hi

Service /__Label

Label 4 Remark Modified By Modified Time

= 2018-10-02 10:13:23
GRP-A Label 2 2018-10-02 10:13:43
GRP-A Label 3 2018-10-02 10:14:02
Label 10 2018-10-02 17:33:37
Label 11 2018-10-02 17:33:47
Label 12 2018-10-02 17:33:57
Label 13 2018-10-02 17:34:06
Label 14 2018-10-02 17:34:58
Label 15 2018-10-02 17:35:08
Label 16 2018-10-02 17:35:22

Showing 1to 10 of 22 rows | 10+ | rows per page < 23

Admincan c¢cl ick the nAdiabeldbutton to add new

Label

Remark

Modified By

Modified Time
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Admincanedit t he AAddosbuhgorfilLabetdit exi

G

Label

label-test

Remark

abc

Modified By

Modified Time
2018-08-15 18:30:09

Admincan c¢click the fADeleteofibhmtbted® t o del ete the

Are you sure you want to delete the recard?
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17 Group Management

Under fiUser Management A User Groupo

User Group Management
Admin a Add/Edit/Delete
Manager a View Only
Supervisor a View Only

Agent X

Admincan see t hGoumxithtaitng am be used for his company

User Management /  User Group

Group Name 4 Modified By Modified Time

=] sysAdmin 2018-10-08 16:49:06
2018-11-06 17:54:03
2018-10-03 17:40:11

O | Default Group

O emp-vas group

O GroupA 2018-11-08 10:26:33
& GroupB sysAdmin 2018-09-06 15:22:25
O vas-group sysAdmin 2018-10-31 14:44:30

Showing 1t0 6 of 6 rows

Admincanclic k t he fAAddo buwtotpon to add new #

Group Name

Admincan cl iadikt @ hrutitEon t & edpd an existing

G

o

Group Name

abc
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Admincan clickotbeaetfibal ebedeGreuple and existing 0

Are you sure you want to delete the record?
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18 User Number

Under fiUser Management A User Numbero

User User Number
Admin a View Only
Manager a View Only
Supervisor a View Only
Agent a View Only

Admin can see the existing user and number mapping for his company.
Also, the rEffective Datedand iStatusoof the user number can be seen
For fStatusq there are MNormalg AVait for effective d a t e ofiNait fodactivationo

User Management /  User Number

Group Al v User User Name
Number
=1

User Number Features User Name Effective Date “ Status
O 21120002 Outgoing,Incoming MNormal
0 | 21122560 Outgoing,Incoming Normal
O 21120001 Outgoing,Incoming Normal
0 21122302 Outgoing,Incoming 2018-09-06 18:45:18 Normal

Showing 1 to 4 of 4 rows

User Name User Number
I -st manager 21120002
Features

Qutgoing,Incoming

Effective Date Status

Normal
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19 On-demand T&C

Under fiService A On-demand T&Co

User On-demand T&C
Admin 8 Add/Edit/Delete T&C of all groups
Manager 8 Add/Edit/Delete T&C of all groups
Supervisor a View Only
Agent a View Only
Admin can see the existing uploaded T&C.
Service / On-Demand T&C
r‘Edit Group:  All v <
On-Demand T&C Number 4 Remark Audio File
] Default Group 1 Insurance Plan 1 o L F
B | x 1 oL E i
Showing 1 to 2 of 2 rows
Admin can click AAddo buttoup. and bel ow wi

Admin needs to input below:

Field / Selection Mandatory / Optional
Group Mandatory

ODA Content Number Mandatory

File Mandatory

Remark Optional

Service/  On-Demand T&C

Group

On-Demand T&C Number

<Shared with all groups>

File

Choose File

1553006171877.mp3
Size: 288 Bytes Type: mp3

Remark

Once On-Demand T&C created, admin should able to see the new entry in the table.

ndow

Version 2.0.1
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CLOUD RECORDING SERVICE

Service /  On-Demand T&C

User flow of fOn-demandoT&C:

User is in a call under

recording (e.g. mobile
recording / F2F)

User press *1

Play Ding Sound

User press T&C code

and press # or wait for Press ** to quit

time out

Group On-Demand T&C Number 4 Remark
Default Group 3 nsurance Plan 1
XX 1

<Shared with all groups> 2 Common T&C

Pause/Resume/Stop/R
estart T&C

Start play on-demand
T&C

Audio File
o &
o &
o &

RER
2 e

Q
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20 2 Factor Authentication

UnderiUs er Ma n aAgUserdéniod

User 2 Factor Authentication
Admin a Edit

Manager a View

Supervisor a View

Agent X

Admin needs to select which user can enjoy this feature

User Management /  User Info

Group Al v User Name Role Al
2
User Name * Role Status Locked Web Login
demo Admin Normal Normal Enable

)

Showing 1to 1 of 1rows

Admin needs input the 2-Factor Authentication Phone Nu mb er and

ser Info

User Name Group

WTT-demo Default Group
Status Role

Normal Admin

E-mail Please Input E-mail Again

royfung@wtthk com royfung@withkcom
Record Access Date Notification

No Notification

Locked Web Login

Normal Enable
[2-FactorAuthenlicatiom Phone Number ]

PC Binding Phone Number

c k

fiConf
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User flow for iz Factor Aut henticationbo
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