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1. Introduction

HKBN'’s IP-VPN Service allows mobile or remote users to access the corporate network
with the highest level of security through the Internet.

After installation of the IPSec VPN Remote Client software, transmission of data between
the remote users and the corporate MPLS IP-VPN network is protected by encryption and
authentication.

This user guide will direct you step-by-step to install the software and enable remote
access.

Before you start to access the corporate network, you are recommended to have the
following prerequisite information:

1. Group Access Information

2. Your login username and password
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2. ow to install VPN Client Software

For Windows XP and Vista 32bit/ 32bit SP1

Please make sure that you are installing the IPSec Remote Client software for your
Windows XP or Vista platform.

We use “Cisco System VPN Client 5.0” in this user guide.

Installation Steps:

a) Double click to extract the file.

b) Click “setup”.
WinZip Self-Extractor - vpnclient-win-msi-5.0.01.0600-k9-jp.exe

.; ;;%' Please click Setup to install the Cisco VPN Client.
Cancel

About

L. _

c) “Welcome” message will pop-up. Click “Next” to continue.
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d) “License Agreement” will pop up. (Please read it carefully.) Select “I accept the license
agreement” and click “Next” to continue.

ﬁ] Cisco Systems VPN Client 5.0.01.0600 Setup =

License Agreement

You must agree with the license agresment below to procesd.

Client Software License Agreement of Cisco Systems

,,HEE
0
B> | |

THE SOFTWARE TO WHICH YOU ARE REQUESTING ACCESS IS THE
PROPERTY OF CISCO SYSTEMS. THE USE OF THIS SOFTWARE IS
GOVERNED BY THE TERMS AND CONDITIONS OF THE GREEMENT

SET FORTH BELOW. BY CLICKING "YES" ON THIS SCREEN, YOU
INDICATE THAT YOU AGREE TO BE BOUND BY THE TERMS AND
CONDITIONS OF THAT AGREEMENT. THEREFORE, PLEASE READ THE
TERMS AND CONDITIONS CAREFULLY BEFORE CLICKING ON "YES".

IF YOU DO NOT AGREE TO THE TERMS AND CONDITIONS OF THE
AGREEMENT, CLICK "NO" ON THIS SCREEN, IN WHICH CASE YOU

WILL BE DENIED ACCESS TO THE SOFTWARE. =

©@ i accept the license agreement
l () | do not accept the license agreement

LlL Reset ] [ < Back ][ MNext > J [ Cancel
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e) “Destination Folder” will pop up. Click “Browse” to install the software at your Destination
Folder or click “Next” to install at default folder.

o — - |
4 Cisco Systems VPN Client 5.0.01.0600 Setup =REEl X
Destination Folder 6
Select a folder where the application will be installed. ‘ o

E "\

The Wise Installation ‘Wizard will install the files for Cisco Systems VPN Client
5.0.01.0600 in the following folder.

Ta install into a dfferent folder, click the Browse button, and select anotaer folder.
You can choose not ta install Cisco Systems VPN Client 5.0.01.0600 by clicking Cancel
to exit the Wise |stallation Wizard.

Destination Folder

C:\Program Files\Cisco SystemstWPN Client

[ < Back JE““Eexb 1 [ Cancel ]
L J
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f) Click “Next” to start Installation.

) Cisco Systems VPN Client 5.0.01.0600 Setup ESNER
Ready to Install the Application é
Click Next to beaininstallation. <
B .

Click the Back button to reenter the installation information or click Cancel to exit
the wizard.

[ < Back ][ Next > ] [ Cancel ]
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g) Click “Finish” to exit the installation.

) Cisco Systems VPN Client 5.0.01.0600 Setuo S=HEE

Cisco Systems VPN Client
5.0.01.0600 has been
successfully installed.

Click the Finish button to exit this installation.

] < Back }[ Finish ] ] Cancel ]

h) Click “Yes” to Reboot.

You must restart your system for the configuration changes made

, ) to Cisco Systems VPN Client 5.0.01.0600 to take effect. Click
I =" Yestorestart now or No if you plan to restart manually later. I
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3 How to configure /use VPN Client

1. After installation, select “VPN Dialer” from the “Programs Menu”.

@ Default Programs
@ Internet Explorer
Windows Calendar
[5=] Windows Contacts
&4 Windows Defender Documents
&2 Windows Fax and Scan
@2 Windows Live Messenger Download Pictures
‘m) Windows Mail ;
Windows Media Player Seac
Windows Meeting Space
= Windows Movie Maker Recent Resns
andows Photo Gallery e
= Windows Update
.. Accessories
., Cisco Systems VPN Client
) Help Connect To
4 set MTU

& VPN Client Control Panel
. Extras and Upgrades

Network

. Games Default Programs
. Intel(R) Management and Security
. Maintenance Help and Support

Back

Ktart Search
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2. Click “New” to create a new profile for the VPN connection.
@ status: Disconnected | VPN Client - Version 5.0.01.0600 . oo e

Connection Entries Status Certificates Log Options Help
£E -
< - il
Connect New Import Modify Delete CiSCO
Connection Entries ICertiﬁcates I Log |
l Connection Entry / I Host I Transport
I
' [
|
< | | i
||| Not connected. A
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3. Enter the name of the connection in the field “Connection Entry”, e.g. “Main Office”.
Enter the IP address of the VPN Concentrator in the field “Host”, e.g. “203.98.128.213".
Enter the Group Access Information in the field “Group Name and Group Key”.

Then click “Save”.

& VPN Client | Properties for "Main Office”

(S

Connection Entry: |Main Office

Description: |

lllllllll
CIscCo

Host: | 203.98.128.213

(¢ Group Authentication

Authentication ITransport I Backup Servers I Dial-Up I

" Mutual Group Authentication

Name: |iv12345678_ra _groupname]

<
<

I

Password:

Group Name

P
<«

Confirm Password: |

(" Ceificate Authentication

Save Cancel

Group Key
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4. Highlight the Entry just created and click “Connect” to start the VPN connection.

(A status: Disconnected | VPN Client - Version 5.0.01.0600

Connection Entries Status Certificates Log Options Help

£E
= 5 i
@ rt ' CISCO

Transport
203.98.128.213

<

| Not connected.

5. Awindow will pop up. Please enter the “Username” and “Password”.
& VPN Client | User Authentication for "Main Office” M

The server has requested the following information to complete the user

stfiei]y, Usemame: |demo @gigalinkvpn.com

cisco P i [=

OK Cancel

r—
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6. After connecting to the VPN, a VPN Client icon will appear at the System Tray (Lower
Right corner of the Desktop). User may disconnect the VPN by right-clicking the icon
and selecting “Disconnect”.

y Log Window...

Disconnect

About VPN Client...

7. More information will be displayed by right clicking the icon in the System Tray and

choosing “Statistics”.

VPN Client...

a / Statistics...
?. Log Window...

Notifications...

Disconnect

About VPN Client...
SN L0 L) 10:51 AM

Route Details I Firewall |

Address Information Connection Information
Client: 10.10.200.2 Entry: Main Office
Server:  203.98.128.213 Time: 0 day(s). 00:02.22

Bytes Crypto
Received: 0 Encryption: 56-bit DES
Sent: 0 Authentication: HMAC-MD5

Packets Transport
Encrypted: 0 Transparent Tunneling: Active on UDP port 4500
Decrypted: 0 Local LAN: Disabled
Discarded: 3 Compression: None
Bypassed: 385

- END -
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